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Abstract 

The Internet of Things (IoT) is increasingly becoming a part of our daily routines. This 

integration raises significant concerns about potential cybersecurity threats and the 

need for reliable solutions. This study presents a comprehensive systematic review of 

the current literature, exploring the various challenges and attacks that threaten IoT 

cybersecurity. It also discusses proposed frameworks and solutions. Additionally, the 

study delves into emerging trends and identifies gaps in current knowledge. A 

distinctive feature of this research is its in-depth exploration of machine learning 

methods to identify and mitigate IoT risks. The study further contributes by 

highlighting research gaps in evaluating the economic impacts and security concerns 

specific to industrial IoT. 

 

Annotatsiya 

Buyumlar Interneti (IoT) bizning kundalik hayotimizga tobora chuqurroq kirib 

bormoqda. Bu integratsiya, kiberxavfsizlik tahdidlari va ishonchli yechimlarni topish 

zaruratini kuchli ravishda oshirmoqda. Bu tadqiqot, hozirgi adabiyotlarni keng 

qamrovli va sistemali tarzda ko'rib chiqish orqali, Buyumlar Interneti 

kiberxavfsizligiga qarshi turli xil muammolar va hujumlarni o'rganadi. U shuningdek, 

taklif etilgan yondashuvlar va yechimlarni muhokama qiladi. Tadqiqot yangi 

tendentsiyalarni o'rganish bilan birga, hozirgi bilimlardagi bo'shliqlarni aniqlaydi. 

Bu tadqiqotning noyob xususiyati Buyumlar Interneti xavflarini aniqlash va 

kamaytirishda mashinasozlik usullaridan chuqur foydalanishdir. Tadqiqot, 

shuningdek, sanoat Buyumlar Internetiga xos bo'lgan iqtisodiy ta'sirlar va xavfsizlik 

masalalarini baholashdagi tadqiqot bo'shliqlarini yoritib beradi. 

 

Аннотация 

Интернет вещей (IoT) все глубже входит в нашу повседневную жизнь. Эта 

интеграция значительно усиливает необходимость в надежных решениях по 

кибербезопасности и поднимает вопросы о потенциальных угрозах. Данное 

исследование представляет собой обширный и систематический обзор 
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Introduction  

IoT has permeated numerous sensitive disciplines, including the health sector and 

the economic sector. However, the IoT is emerging at home, in large cities, and in 

other, different domains of life, which are not of less importance. In addition, the IoT 

provides connections to intelligent objects, applications, and cloud computing; 50 

billion IoT devices were connected to the internet in 2020 [1]. This huge source of 

data, as well as the future trend of artificial intelligence, which the world has come 

to rely on, has put pressure on vendors and designers of IoT devices to secure this 

technology in order to enable it to meet upcoming demands. However, trusting a 

device starts with ensuring its security, which has become a necessity, especially 

when these devices are connected to the internet, exposing them to many threats and 

cyberattacks [2]. The security threats include cybercrimes, software piracy, and 

malware attacks [1], as well as various damaging attacks. However, this continuous 

field of improvement cannot adopt existing approaches to provide security. New risks 

keep on arising, which requires updates to new frameworks and solutions in parallel 

with updating IoT disciplines. [3] In addition, it is recommended to periodically 

update the methods and strategies used. To this end, the proposed study includes a 

current assessment of advances in cyber security risk analysis for the IoT presented 

in recent literature. This assessment also identifies the various frameworks and 

methodologies provided to analyze cybersecurity risks in IoT, identifying the various 

threats and barriers facing IoT devices. We will delve into individual algorithms and 

approaches, providing insight into their real-life applications and effectiveness. 

Furthermore, we identify significant gaps in research to assess the economic 

существующей литературы, в котором рассматриваются различные вызовы и 

атаки, угрожающие кибербезопасности IoT. В нем также обсуждаются 

предлагаемые методологии и решения. Кроме того, исследование затрагивает 

новые тенденции и выявляет пробелы в текущих знаниях. Особенностью этой 

работы является подробное изучение методов машинного обучения для 

выявления и уменьшения рисков IoT. Исследование также вносит вклад, 

подчеркивая пробелы в исследованиях экономических последствий и проблем 

безопасности, специфичных для промышленного IoT. 
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consequences of IoT cybersecurity incidents and highlight the need for tailored 

security solutions in the industrial IoT sector. 

Methodology 

In this section, we describe the research methodology used in this study. It outlines 

a series of steps that begin with defining eligibility criteria for selecting research 

articles. It then goes on to outline the data sources, search strategy, and article 

selection process. In addition, this section explores the details of data analysis and 

synthesis. The review process followed the steps of systematic literature review as 

outlined in the PRISMA (Preferred Reporting Items for Systematic Reviews and 

Meta-Analyses) guidelines [6]. 

2.1 Eligibility Criteria  

In this review, previous studies were selected based on specific eligibility criteria, 

which included research articles discussing IoT cybersecurity, studies addressing 

challenges related to IoT cybersecurity, and research proposing frameworks and 

novel approaches to address cybersecurity issues. Additionally, previous review 

papers focused on the risk assessment of IoT cybersecurity were considered. 

2.2 Information Sources  

The author relied on reputable databases like Science Direct and IEEE, as well as 

high-impact-factor international journals, to source papers and articles for this 

review. 

2.3 Search Strategy and Selection Process  

The authors employed certain keywords (IoT, cybersecurity, cybersecurity 

frameworks, cybersecurity approaches) within trusted research engines such as 

Google Scholar, Academia, Science Direct, and IEEE. Research articles meeting the 

inclusion criteria were then filtered by publication year, with a primary focus on 

papers published between 2015 and 2023, with particular emphasis on those from 

2018 to 2023. The selected studies were also evaluated based on the depth of their 

analysis and their impact on the research field. Ultimately, this process led to the 

selection of articles that underwent systematic review, as shown in (see Fig. 1.) 

2.4 Data analysis and synthesis  

Each of the selected studies was classified according to type, such as empirical 

research, case study, survey or review paper. Additionally, the research objectives 

and issues addressed in each study were highlighted, and significant results and 

recommendations were extracted. To facilitate this process, the author used a table 

format to represent information related to threats, challenges, the impact of attacks, 

proposed frameworks and approaches, and noteworthy detection techniques. The 

findings encompassed a comprehensive summary of insights derived from the 

reviewed studies. Various types of attacks and challenges were thoroughly examined. 

Furthermore, the authors identified a research gap that had not been addressed in prior 

studies. Lastly, emerging trends in IoT cybersecurity were distilled from the literature 

and succinctly presented in the findings. 
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Fig. 1. Search strategy framework 

IoT Risk  

Evaluation in Study [1], the focus was on addressing two major threats causing 

substantial economic harm to IoT systems: software piracy and malware attacks. This 

empirical study employed an experimental methodology to assess a novel solution 

approach aimed at detecting pirated software and malware-infected files within the 

IoT network. The results of the experiments demonstrated the superior effectiveness 

of this proposed approach compared to previous methods in enhancing IoT 

cybersecurity. Study [2], on the other hand, delved into the increasingly pervasive 

role of IoT in our daily lives and the inherent risks associated with its widespread 

adoption. This empirical investigation utilized the EBIOS methodology to conduct a 

comprehensive risk analysis, with the goal of pinpointing vulnerabilities within the 

IoT architecture. Its primary objective was to identify the most critical security risks 

that developers should prioritize for mitigation. The findings highlighted those 

sensors, smart switches, and small actuators, in particular contexts, were the most 

vulnerable components in the IoT ecosystem. Study [3,4] concentrated on elucidating 

concepts related to IoT risk assessment. Its principal objective was to uncover the 

underlying causes for the inadequacy of current risk assessment approaches tailored 

to IoT. The study's results revealed that the primary reasons for the limitations of 

existing IoT risk assessment methodologies include: 

• Deficiencies in regular evaluations.  

• Evolving system boundaries with constrained system understanding.  

• The complexity of comprehending interconnections.  

• Neglecting the potential of assets as attack vectors. 

Furthermore, there was a need for automated and continuous risk assessment 

methods, along with the creation of innovative backup tools for simulating and 

forecasting capabilities. 
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Attacks and Challenges 

Study [5], a survey-based research paper delved into the challenges and current 

state of IoT. The primary objective was to introduce security standards, prevalent 

issues, and forthcoming trends in IoT security. The methodology predominantly 

relied on a literature review. The findings indicated that recent IoT studies had been 

addressing authentication, access control, and protocols. Study [7] centered on 

cybersecurity threats to healthcare services, specifically in hospitals and clinics 

employing IoT technology. It introduced an adaptive cybersecurity framework 

designed to dynamically adapt to cyber threats. The research emphasized adaptive 

security measures that anticipate and respond to dynamic attacks targeting healthcare 

services and infrastructure. The results demonstrated the framework's efficacy in 

providing robust defense against dynamic and adaptive attacks. 

Study [8] underscored the significance of cyber risk within IoT systems and aimed 

to identify risks while defining relevant risk assessment techniques. It conducted an 

analysis of existing cyber risk assessment approaches through a review of relevant 

literature. This foundational study provided essential definitions in the context of IoT 

cybersecurity, offering an overview of studies on IoT cyber risk quantification, as 

well as strategies for mitigating and transferring cyber risks. 

Study [9] tackled privacy concerns in IoT and explored the role of computational 

intelligence (CI) in cybersecurity. The study sought to assess the relevance of CI 

technologies in addressing IoT cybersecurity issues. This survey-based research 

paper drew upon secondary data from a review of related literature, primarily 

highlighting the challenges faced by CI technologies in IoT cybersecurity. 

Study [10] addressed the pressing need for novel solutions to combat global 

cybercrimes affecting IoT systems. The authors provided insights and solutions 

related to cybercrimes, offering a comprehensive overview of diverse cybersecurity 

challenges in IoT. These challenges were categorized based on IoT security features, 

and the study proposed blockchain as an ideal solution, offering integrity, 

authentication, and encryption. 

Study [11] explored various concerns related to IoT devices, particularly data theft 

and data breach incidents. This review article aimed to identify IoT security 

challenges, requirements, and proposed solutions. The key findings emphasized that 

IoT security is influenced by factors such as the cost of cybersecurity solutions, data 

volume, and data sensitivity. 

Study [12] delved into IoT's background and security, along with potential 

cybersecurity threats and available solutions. Additionally, the study introduced a 

novel three-layered solution model: lower (IoT), middle (edge), and upper (cloud). 

This empirical study assessed the proposed solution's effectiveness, revealing that the 

introduced model could mitigate certain potential vulnerabilities. 

Study [13] aimed to create a taxonomy of threats impacting IoT devices and 

systems, accompanied by an analysis of attacks and intruders. The findings 

highlighted the paramount importance of issues like confidentiality, privacy, and 

organizational trust in IoT cybersecurity. Moreover, the paper paved the way for 

future research by shedding light on the consequences of these threats. 
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Results and discussion 

This section addresses the gap identified by the systematic review and outlines 

anticipated future trends in IoT cybersecurity. 

Prevalent Attacks Targeting IoT 

The outcomes reveal that the most frequently addressed issues and concerns 

regarding IoT cybersecurity primarily revolved around privacy-related matters 

[11,15]. Additionally, significant attention has been directed toward issues related to 

cybercrimes [12,17]. Another noteworthy concern discussed in the literature pertains 

to denial-of-access attacks [5,15]. Furthermore, data exploitation has emerged as a 

critical challenge in the realm of IoT security [6,11,13,16], closely followed by the 

detection of Man-in-the-Middle attacks as highlighted by [17]. 

Prominent Techniques Utilized for IoT Risk Detection 

In terms of detection techniques, the present study has summarized a selection of 

methods identified in the literature. These techniques encompass artificial 

intelligence [1,4], cognitive security techniques [15], novel meta-heuristic 

approaches [18], cloud computing [17], and machine learning [14]. 

Conclusions 

In conclusion, this systematic review has provided insights into the diverse and 

constantly changing landscape of IoT cybersecurity. The examination of the literature 

highlighted that IoT devices and systems are exposed to a wide array of cyber threats, 

with particular emphasis on privacy issues and cybercrimes. This reaffirms the urgent 

need for ongoing endeavors to address these pressing challenges. 

Moreover, the review underscored the considerable potential of artificial 

intelligence as a promising approach to bolster IoT cybersecurity. With the IoT 

environment becoming increasingly complex and expansive, conventional security 

measures alone may prove insufficient in countering sophisticated attacks. The 

incorporation of artificial intelligence and machine learning holds promise for 

delivering adaptive, proactive, and more effective security solutions capable of 

mitigating evolving threats. 

Nonetheless, while the review offered valuable insights from existing research, 

there remain critical areas warranting further investigation. Some attacks and 

vulnerabilities received limited coverage from the proposed solutions, underscoring 

the requirement for more tailored and precise countermeasures. 
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